Instructions for CobiT Matrices

Introduction


The following CobiT-based matrices should be used by the audit team during preaudit work to help identify potential areas for audit or management advisory services work.   Note that some of the matrices can be effectively used by having them completed by auditee management, or the business process owners.   In that light, should the audit team decide to complete the forms jointly with the auditee, the matrices may serve to facilitate preaudit interview discussions.   Some of these discussions may prove very helpful to auditee management at the start of the engagement by identifying early on the operational areas performing IT functions that should be subject to the organization’s control or operational standards, but may not be in compliance.   It may also assist auditee management in ensuring that there are clear points of accountability for all IT processes, and in identifying who the audit team needs to obtain information from or interview.

Entity Short Form


The purpose of this matrix is to identify which IT processes are considered the most important and how well management believed these processes were being performed.   It is recommended that the matrix be completed by auditee management or the business process owners during the preaudit phase of the audit.   If given to a representative sample of managers across various departments or divisions, the matrix may also identify differences in overall management understanding of the relative importance and level of performance of each IT process. 


If certain IT processes have been outsourced, the matrix can be used to obtain a reading on management’s, or the business process owner’s, level of satisfaction with the third-party provider’s service for those processes.   And, again, when completed by a representative sample of managers across organizational boundaries, it may provide some insight into varied perceptions of service, or a good reading on actual differences if the managers have a sufficient understanding of the need for service and the services provided.


The matrix should also be completed by the audit team during preaudit to record their understanding of the relative importance of each IT process for the entity’s operating environment, and the level of performance assessed.   The latter may be a reading obtained through surveying user satisfaction or may be based upon results obtained from management’s performance assessments.

Entity Long Form


This matrix, which is an expanded version of the short form, should be completed by the audit team during the preaudit phase of the audit.   The matrix should be completed either jointly with auditee management or with the business process owners, or by the team itself.   The purpose of the matrix is to focus on whether there are documented internal controls for each of the IT processes.   Ideally, the form should be completed during preaudit interviews with management while discussing the relative importance and level of performance attained for each IT process.   In so doing, the auditor can gain some good insight into management’s understanding of the degree to which internal controls are documented for the It processes.   Since the audit team will be requesting copies of documented controls during preaudit, the workpaper reference should be used to cross reference copies of the documented controls (control manuals, procedures, standards, etc.), or any preliminary reviews performed.  

Responsible Party Form


This matrix should be completed by the audit team during the preaudit phase of the audit.   It is recommended that it be completed jointly with auditee management to identify who performs the IT processes and who has final responsibility for each of the processes.   It is suggested that this form be completed along with the contract service form in order to fully identify services provided within the entity by IT Services, within the entity but not by IT services, or by a third-party provider.


Given the pervasive nature of IT, it is likely that more than one process will be performed by both IS Services and by non-IS Services personnel.   In that light, by completing the form jointly with senior management will provide insight into management’s understanding of what processes are performed by whom.   It will also highlight the spread of IT responsibilities across the organization where IT has taken on a pervasive nature.


Although the IT process and what would be addressed by it may be somewhat self-evident, it is recommended that the audit team be prepared to provide an overview to management of what is covered by the process.   Also, the form may be used in interviewing managers from different departments or divisions across the organisation to identify the extent to which they have a clear understanding of which functional units, internally or outsourced, are performing IT processes.   


Although the form requires the audit team to identify who has primary responsibility, it should be considered as a starting point for preaudit discussions regarding assigned responsibilities, points of accountability, and given decentralized or “spread” IT process activities, the degree of required standardization needed.   As an example of the latter, if within the given organization there has been a shift of processing from IS Services to the individual departments, it does not mean that the control objectives of data security and system availability associated with IS services no longer apply.   The control objectives must still be addressed, but now by different organizational units and generally with different control strategies.   

Contract Service Form


The contract services matrix is used to identify whether the IT process is performed by the IS Services Department, within the organization but not by IS Services, or is outsourced; whether controls are documented for each IT process; and for outsourced services, whether there is a formal contract in place for the IT-related services provided.   The form may assist the auditor in identifying functions that have been outsourced without explicit contract.   Accordingly, the form would help identify the potential need for including contract audit work in the scope of the audit.


With respect to internal controls, the contract service form assists the auditor with his/her assessment of internal controls.   Before evaluating the appropriateness of stated controls, the auditor would determine the extent to which controls are documented.   The form, along with the other matrices, assist the auditor in performing a high level assessment of internal control documentation.   The audit team should determine whether internal control documentation has been reviewed and approved by management.   The absence of documented controls for any of the IT processes should be considered as a red flag for control weaknesses, and an opportunity for management advisory services.

Prior Audit Work Form


The prior audit work form should be used by the audit team during preaudit work before conducting an on-site visit with the auditee.   The form requires the auditor to identify whether audit work related to the IT process was included in the prior audit scope.   If it were, then the form requires the auditor to identify the conclusion(s) drawn from the prior audit work.   Understandably, if the prior audit work resulted in the equivalent of a clean opinion, then there would not be an audit finding(s) in need of resolution.   Since there also may be more than one finding per IT process, the form requires the auditor to identify the number of findings in the far right hand column.   If there were more than one, it is recommended that the auditor use numerical values in the other columns.   The auditor should also use zero in the far right hand column when no prior findings were drawn if the It process hand been included in the scope, other use “n/a”.

Risk Assessment Form


The risk assessment form should be completed during preaudit work either by the audit team or by management, or by both jointly.   This form could be completed after the entity short form and entity long forms have been completed, and after the audit team has gained and recorded a sufficient understanding of the organization’s mission, primary business objectives, critical success factors, regulatory or legal (including contractual) requirements, and control structure.   The audit team may have performed some analyticals by this time.


The purpose of the risk assessment form is to assist the audit team in identifying those IT processes where risk-based auditing would indicate that audit work (or management advisory services work) may be warranted.
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Instructions for CobiT Matrices

Introduction


The following CobiT-based matrices should be used by the audit team during preaudit work to help identify potential areas for audit or management advisory services work.   Note that some of the matrices can be effectively used by having them completed by auditee management, or the business process owners.   In that light, should the audit team decide to complete the forms jointly with the auditee, the matrices may serve to facilitate preaudit interview discussions.   Some of these discussions may prove very helpful to auditee management at the start of the engagement by identifying early on the operational areas performing IT functions that should be subject to the organization’s control or operational standards, but may not be in compliance.   It may also assist auditee management in ensuring that there are clear points of accountability for all IT processes, and in identifying who the audit team needs to obtain information from or interview.

Entity Short Form


The purpose of this matrix is to identify which IT processes are considered the most important and how well management believed these processes were being performed.   It is recommended that the matrix be completed by auditee management or the business process owners during the preaudit phase of the audit.   If given to a representative sample of managers across various departments or divisions, the matrix may also identify differences in overall management understanding of the relative importance and level of performance of each IT process. 


If certain IT processes have been outsourced, the matrix can be used to obtain a reading on management’s, or the business process owner’s, level of satisfaction with the third-party provider’s service for those processes.   And, again, when completed by a representative sample of managers across organizational boundaries, it may provide some insight into varied perceptions of service, or a good reading on actual differences if the managers have a sufficient understanding of the need for service and the services provided.


The matrix should also be completed by the audit team during preaudit to record their understanding of the relative importance of each IT process for the entity’s operating environment, and the level of performance assessed.   The latter may be a reading obtained through surveying user satisfaction or may be based upon results obtained from management’s performance assessments.

Entity Long Form


This matrix, which is an expanded version of the short form, should be completed by the audit team during the preaudit phase of the audit.   The matrix should be completed either jointly with auditee management or with the business process owners, or by the team itself.   The purpose of the matrix is to focus on whether there are documented internal controls for each of the IT processes.   Ideally, the form should be completed during preaudit interviews with management while discussing the relative importance and level of performance attained for each IT process.   In so doing, the auditor can gain some good insight into management’s understanding of the degree to which internal controls are documented for the It processes.   Since the audit team will be requesting copies of documented controls during preaudit, the workpaper reference should be used to cross reference copies of the documented controls (control manuals, procedures, standards, etc.), or any preliminary reviews performed.  

Responsible Party Form


This matrix should be completed by the audit team during the preaudit phase of the audit.   It is recommended that it be completed jointly with auditee management to identify who performs the IT processes and who has final responsibility for each of the processes.   It is suggested that this form be completed along with the contract service form in order to fully identify services provided within the entity by IT Services, within the entity but not by IT services, or by a third-party provider.


Given the pervasive nature of IT, it is likely that more than one process will be performed by both IS Services and by non-IS Services personnel.   In that light, by completing the form jointly with senior management will provide insight into management’s understanding of what processes are performed by whom.   It will also highlight the spread of IT responsibilities across the organization where IT has taken on a pervasive nature.


Although the IT process and what would be addressed by it may be somewhat self-evident, it is recommended that the audit team be prepared to provide an overview to management of what is covered by the process.   Also, the form may be used in interviewing managers from different departments or divisions across the organisation to identify the extent to which they have a clear understanding of which functional units, internally or outsourced, are performing IT processes.   


Although the form requires the audit team to identify who has primary responsibility, it should be considered as a starting point for preaudit discussions regarding assigned responsibilities, points of accountability, and given decentralized or “spread” IT process activities, the degree of required standardization needed.   As an example of the latter, if within the given organization there has been a shift of processing from IS Services to the individual departments, it does not mean that the control objectives of data security and system availability associated with IS services no longer apply.   The control objectives must still be addressed, but now by different organizational units and generally with different control strategies.   

Contract Service Form


The contract services matrix is used to identify whether the IT process is performed by the IS Services Department, within the organization but not by IS Services, or is outsourced; whether controls are documented for each IT process; and for outsourced services, whether there is a formal contract in place for the IT-related services provided.   The form may assist the auditor in identifying functions that have been outsourced without explicit contract.   Accordingly, the form would help identify the potential need for including contract audit work in the scope of the audit.


With respect to internal controls, the contract service form assists the auditor with his/her assessment of internal controls.   Before evaluating the appropriateness of stated controls, the auditor would determine the extent to which controls are documented.   The form, along with the other matrices, assist the auditor in performing a high level assessment of internal control documentation.   The audit team should determine whether internal control documentation has been reviewed and approved by management.   The absence of documented controls for any of the IT processes should be considered as a red flag for control weaknesses, and an opportunity for management advisory services.

Prior Audit Work Form


The prior audit work form should be used by the audit team during preaudit work before conducting an on-site visit with the auditee.   The form requires the auditor to identify whether audit work related to the IT process was included in the prior audit scope.   If it were, then the form requires the auditor to identify the conclusion(s) drawn from the prior audit work.   Understandably, if the prior audit work resulted in the equivalent of a clean opinion, then there would not be an audit finding(s) in need of resolution.   Since there also may be more than one finding per IT process, the form requires the auditor to identify the number of findings in the far right hand column.   If there were more than one, it is recommended that the auditor use numerical values in the other columns.   The auditor should also use zero in the far right hand column when no prior findings were drawn if the It process hand been included in the scope, other use “n/a”.

Risk Assessment Form


The risk assessment form should be completed during preaudit work either by the audit team or by management, or by both jointly.   This form could be completed after the entity short form and entity long forms have been completed, and after the audit team has gained and recorded a sufficient understanding of the organization’s mission, primary business objectives, critical success factors, regulatory or legal (including contractual) requirements, and control structure.   The audit team may have performed some analyticals by this time.


The purpose of the risk assessment form is to assist the audit team in identifying those IT processes where risk-based auditing would indicate that audit work (or management advisory services work) may be warranted.
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Instructions for CobiT Matrices

Introduction


The following CobiT-based matrices should be used by the audit team during preaudit work to help identify potential areas for audit or management advisory services work.   Note that some of the matrices can be effectively used by having them completed by auditee management, or the business process owners.   In that light, should the audit team decide to complete the forms jointly with the auditee, the matrices may serve to facilitate preaudit interview discussions.   Some of these discussions may prove very helpful to auditee management at the start of the engagement by identifying early on the operational areas performing IT functions that should be subject to the organization’s control or operational standards, but may not be in compliance.   It may also assist auditee management in ensuring that there are clear points of accountability for all IT processes, and in identifying who the audit team needs to obtain information from or interview.

Entity Short Form


The purpose of this matrix is to identify which IT processes are considered the most important and how well management believed these processes were being performed.   It is recommended that the matrix be completed by auditee management or the business process owners during the preaudit phase of the audit.   If given to a representative sample of managers across various departments or divisions, the matrix may also identify differences in overall management understanding of the relative importance and level of performance of each IT process. 


If certain IT processes have been outsourced, the matrix can be used to obtain a reading on management’s, or the business process owner’s, level of satisfaction with the third-party provider’s service for those processes.   And, again, when completed by a representative sample of managers across organizational boundaries, it may provide some insight into varied perceptions of service, or a good reading on actual differences if the managers have a sufficient understanding of the need for service and the services provided.


The matrix should also be completed by the audit team during preaudit to record their understanding of the relative importance of each IT process for the entity’s operating environment, and the level of performance assessed.   The latter may be a reading obtained through surveying user satisfaction or may be based upon results obtained from management’s performance assessments.

Entity Long Form


This matrix, which is an expanded version of the short form, should be completed by the audit team during the preaudit phase of the audit.   The matrix should be completed either jointly with auditee management or with the business process owners, or by the team itself.   The purpose of the matrix is to focus on whether there are documented internal controls for each of the IT processes.   Ideally, the form should be completed during preaudit interviews with management while discussing the relative importance and level of performance attained for each IT process.   In so doing, the auditor can gain some good insight into management’s understanding of the degree to which internal controls are documented for the It processes.   Since the audit team will be requesting copies of documented controls during preaudit, the workpaper reference should be used to cross reference copies of the documented controls (control manuals, procedures, standards, etc.), or any preliminary reviews performed.  

Responsible Party Form


This matrix should be completed by the audit team during the preaudit phase of the audit.   It is recommended that it be completed jointly with auditee management to identify who performs the IT processes and who has final responsibility for each of the processes.   It is suggested that this form be completed along with the contract service form in order to fully identify services provided within the entity by IT Services, within the entity but not by IT services, or by a third-party provider.


Given the pervasive nature of IT, it is likely that more than one process will be performed by both IS Services and by non-IS Services personnel.   In that light, by completing the form jointly with senior management will provide insight into management’s understanding of what processes are performed by whom.   It will also highlight the spread of IT responsibilities across the organization where IT has taken on a pervasive nature.


Although the IT process and what would be addressed by it may be somewhat self-evident, it is recommended that the audit team be prepared to provide an overview to management of what is covered by the process.   Also, the form may be used in interviewing managers from different departments or divisions across the organization to identify the extent to which they have a clear understanding of which functional units, internally or outsourced, are performing IT processes.   


Although the form requires the audit team to identify who has primary responsibility, it should be considered as a starting point for preaudit discussions regarding assigned responsibilities, points of accountability, and given decentralized or “spread” IT process activities, the degree of required standardization needed.   As an example of the latter, if within the given organization there has been a shift of processing from IS Services to the individual departments, it does not mean that the control objectives of data security and system availability associated with IS services no longer apply.   The control objectives must still be addressed, but now by different organizational units and generally with different control strategies.   

Contract Service Form


The contract services matrix is used to identify whether the IT process is performed by the IS Services Department, within the organization but not by IS Services, or is outsourced; whether controls are documented for each IT process; and for outsourced services, whether there is a formal contract in place for the IT-related services provided.   The form may assist the auditor in identifying functions that have been outsourced without explicit contract.   Accordingly, the form would help identify the potential need for including contract audit work in the scope of the audit.


With respect to internal controls, the contract service form assists the auditor with his/her assessment of internal controls.   Before evaluating the appropriateness of stated controls, the auditor would determine the extent to which controls are documented.   The form, along with the other matrices, assist the auditor in performing a high level assessment of internal control documentation.   The audit team should determine whether internal control documentation has been reviewed and approved by management.   The absence of documented controls for any of the IT processes should be considered as a red flag for control weaknesses, and an opportunity for management advisory services.

Prior Audit Work Form


The prior audit work form should be used by the audit team during preaudit work before conducting an on-site visit with the auditee.   The form requires the auditor to identify whether audit work related to the IT process was included in the prior audit scope.   If it were, then the form requires the auditor to identify the conclusion(s) drawn from the prior audit work.   Understandably, if the prior audit work resulted in the equivalent of a clean opinion, then there would not be an audit finding(s) in need of resolution.   Since there also may be more than one finding per IT process, the form requires the auditor to identify the number of findings in the far right hand column.   If there were more than one, it is recommended that the auditor use numerical values in the other columns.   The auditor should also use zero in the far right hand column when no prior findings were drawn if the It process hand been included in the scope, other use “n/a”.

Risk Assessment Form


The risk assessment form should be completed during preaudit work either by the audit team or by management, or by both jointly.   This form could be completed after the entity short form and entity long forms have been completed, and after the audit team has gained and recorded a sufficient understanding of the organization’s mission, primary business objectives, critical success factors, regulatory or legal (including contractual) requirements, and control structure.   The audit team may have performed some analyticals by this time.


The purpose of the risk assessment form is to assist the audit team in identifying those IT processes where risk-based auditing would indicate that audit work (or management advisory services work) may be warranted.
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Risk Assessment Form


The risk assessment form should be completed during preaudit work either by the audit team or by management, or by both jointly.   This form could be completed after the entity short form and entity long forms have been completed, and after the audit team has gained and recorded a sufficient understanding of the organization’s mission, primary business objectives, critical success factors, regulatory or legal (including contractual) requirements, and control structure.   The audit team may have performed some analyticals by this time.


The purpose of the risk assessment form is to assist the audit team in identifying those IT processes where risk-based auditing would indicate that audit work (or management advisory services work) may be warranted.
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