
Welcome to First Friday Fraud Facts+ (F4+).  This edition will cover 
how to design an effective Anti-Fraud Training Program. 
 

DESIGNING AN ANTI-FRAUD TRAINING PROGRAM 

By implementing an effect ive fraud awareness program, 
management can harness the efforts of everyone on staff in its anti-
fraud activities.  In turn, management can reduce the cost of fraud 
within the organization. 
 
 WHO SHOULD ATTEND?  
 Attendance should be mandatory for every employee within the 
 organization.  No individuals regardless of their positions within 
 the organization should be exempt from receiving an initial 
 orientation and ongoing anti-fraud training. 
 

TARGETING TRAINING FOR MANAGEMENT 
  In addition to the information presented to all employees, 
  every level of management should receive special training 
  that addresses their added fraud prevention and detection 
  responsibility.    
 
 FREQUENCY AND LENGTH OF TRAINING 
 Frequent exposure to anti-fraud topics is the key to ensuring 
 employees absorb and apply the information provided.  Formal 
 fraud training should be an ongoing process that begins at the 
 time of hire.  Employees should also participate in refresher 
 training at least annually to help keep the program alive.   
  
 TOPICS TO COVER 

 WHAT FRAUD IS AND WHAT IT IS NOT 
 A good anti-fraud training program informs employees of what 
 behavior is acceptable and what is not.  Providing employees 
 with the legal definition of fraud is not enough.  Effective 
 training includes an interactive discussion and examples of 
 fraud. 
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method of increasing awareness about ways to detect and prevent fraud, waste, and 
abuse in government. 
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 HOW FRAUD HURTS THE ORGANIZATION 
 Surprisingly, some employees view the theft of a few thousand 
 dollars from a big organization as having a negligible impact on the 
 organization as a whole.  Fraud results in lost resources, decreased 
 productivity, lowered morale, investments of time and money into 
 investigation, punishment, and remediation. 
 
 HOW FRAUD HURTS THE EMPLOYEES 
 Make employees aware of how a fraud perpetrated by another 
 employee can negatively affect them personally through decreased 
 salaries, possible layoffs, increased scrutiny, decreased trust 
 throughout the organization, and the need to clean up after any 
 mess created.  Personalizing the fallout helps increase employees’ 
 commitment to aiding fraud prevention and detection efforts. 
 
 WHO PERPETRATES FRAUD 
 Fraudsters come in all age groups, income levels, and from both 
 genders.  The Association of Fraud Examiners research shows that 
 the typical fraudster is college educated and does not have a 
 criminal history.  Anti-fraud training should work to dispel any 
 preconceived notions held by employees regarding what a fraud 
 perpetrator looks like and help employees learn to focus on 
 identifying the warning signs of fraudulent behavior. 

 
 HOW TO IDENTIFY FRAUD 
 Instructing employees that they must help the organization fight 
 fraud does little good without some accompanying information 
 about what to look for.  The following are some behavioral warning 
 signs of fraud that employees should be aware of: 
 
 Behavior Red Flags 

 Living beyond their means 
 Financial difficulties 
 Control issues, unwilling to share duties 
 Unusually close relationship with vendor 
 Wheeler/dealer attitude 
 Divorce/family problems 
 Irritability, suspiciousness, defensiveness 
 Addiction problems 
 Unwilling to take vacation days 
 Past employment-related problems 
 Complaining about inadequate pay 
 Excessive pressure from within the organization to meet 

financial or organizational goals 
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 HOW TO REPORT FRAUD 

More fraud is uncovered by tips than by any other means, making 
 employees the best possible detection control.  However, for 
 employees to be able to serve in this function, they must be well 
 informed on how to report any suspicious activity.  They must feel 
 empowered to make such reports without risk of retribution. 
 
 THE PUNISHMENT FOR DISHONEST ACTS 
 The opportunity to commit fraud becomes more attractive when 
 employees bel ieve f raud normal ly  goes undetected and 
 unprosecuted.  Consequently, the punishment (termination and 
 possible prosecution) should be stated explicitly to all employees as 
 part of the anti-fraud training.  Providing examples of past 
 transgressions that have been punished can reinforce the stance that 
 such acts will be addressed with certainty, swiftness, and severity. 

 

FISCAL FOCUS 

Currently, Idaho does not have a statewide fraud hotline.  However, some 
agencies do have a reporting mechanism in place to address concerns 
related to their specific programs or missions.  Additionally, IT Managers, 
Primary Fiscal Staff Member, and the Agency Head have an opportunity to 
report fraud on their attestation letter which is submitted to the State 
Controller’s Office annually.  
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