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The Ildaho State Controller’s Office distributes this newsletter as a cost-effective
method of increasing awareness about ways to detect and prevent fraud, waste, and
abuse in goverment.

Welcome to First Friday Fraud Facts+ (F4+). This edition will cover
credentialing schemes and hiring qualified fiscal staff. Credentialing
schemes involve misrepresentation of a person or vendor's
qualifications.

CREDENTIALING SCHEMES

In awarding contracts, governments often require that bidders
possess certain skills, experience, education, or certification. A
bidder might have to be a CPA or possess a doctorate in his or her
field to qualify for an award. Perhaps the bidder is required to have

QUESTIONS OR previous experience designing bridges or prisons. In hiring personnel,
COMMENTS: governments may also require of job applicants a certain level of
education, length of experience, or type of skill. A perpetrator who

Matt McBride, CGFM falsely represents his or her education, experience, skill set,

licensure, etc., in order to get a position or a contract is guilty of

Financial Specialist s
credentialing fraud.
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RED FLAGS
Phone: (208) 332-8805 Several potential red flags may exist when a credentialing scheme is
Fax: (208) 334-3415 taking place. Some of these include:

SO ST EIAE 0T Documents that appear to be "handmade." Signals may include

documents that lack or have ineligible seals, are photocopies, or
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CREDENTIALING FRAUD CASE

A ‘doctor’ who worked at a hospital for ten months was charged with
seven counts of fraud for lying about his qualifications to make himself
more employable.

The fraudster initially denied the charges against him; however, during
questioning he admitted to putting on his resume that he had passed a
surgeons’ exam, when he actually had failed the exam four times. The
fraudster claimed he put it on his resume for his own satisfaction, as he
had only failed by two points and felt he should have passed. He denied
doing it to improve his chances of getting work.

The fraudster started working at a hospital in December 2007, but was
suspended with full pay in October 2008 pending an internal disciplinary
hearing in relation to allegations regarding his work. Having been
suspended the fraudster undertook locum work (filling in for doctors that
are sick or on vacation) at other hospitals despite being banned from
doing so.

The fraudster also claimed on his resume he worked as a doctor in Syria
from 2002-2003, and also at two hospitals in England as a clinical fellow
in plastic surgery. For part of the time the fraudster claimed to be working
in Syria he had actually been in England applying for asylum. While it is
true the fraudster worked at the two hospitals in England, he was not a
clinical fellow in plastic surgery. The fraudster was found guilty on all
seven fraud counts and sentenced to 14 years in prison.

FiscAL FOCUS—HIRING QUALIFIED FISCAL STAFF

Hiring qualified fiscal staff is an important part of internal controls. While
the State Controller’'s Office Customer Service Center is available to
answer questions, fiscal staff should have a basic understanding of STARS
data entry and fiscal coding. Staff should have the ability to identify the
type of transactions they are processing, where they should be accounted
for within your agency structure, and what type of accounting postings
they should generate. In addition, agency personnel are responsible to
know and apply Idaho Code, regulations, and policies relevant for state
expenditures. Duties of agency personnel:

Function Description

Fiscal coding e Receive invoice for payment.

e Review for compliance with statewide policies and resolve
discrepancies.

e  Enter fiscal coding.

e Create and sign a batch of coded invoices for data entry into STARS.
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Function Description
Data entry e Receive batch of coded invoices for data entry.
o  Enter the batch into STARS. Release batch.
e  Sign the batch and send for pre-process review.
Review the batch e Receive batch for review.

Review data entry, fiscal coding, and compliance to
statewide policies for correctness and accuracy. Release
batch.

Sign batch and send for final release.

Final approval and release |e

Receive batch for final approval and release.

Verify that the costs are due and payable, and are state
allowable expense. Sign the batch header/or individual
invoices.

Release the batch showing approval and request for
processing through STARS.

Sign batch of approved invoices and send for process
completion and filing.

The Division of Human Resources’ website has helpful information about
reference checks (http:dhr.idaho.gov/hiringprocess.ntml) and other

employment topics such as:

o Benefits

e Compensation

¢ Rules and Statutes
e Policies
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