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The Ildaho State Controller’s Office distributes this newsletter as a cost-effective
method of increasing awareness about ways to detect and prevent fraud, waste, and
abuse in goverment.

Welcome to First Friday Fraud Facts+ (F4+). This edition will cover
bribery and corruption.

BRIBERY
Bribery may be defined as the offering, giving, receiving, or soliciting
any thing of value to influence an official act.

Generally bribery and corruption are off-book frauds that occur in the
form of kickbacks, gifts, or gratuities to government employees from
contractors or to private business employees from vendors.

Bribery schemes generally fall into two broad categories: kickbacks

QUESTIONS OR and bid-rigging schemes. Kickback schemes usually involve the
COMMENTS: submission of invoices for goods and services that are either
overpriced or completely fictitious (see kickbacks flowchart on page
Matt McBride, CGFM 2).
Financial Specialist
P.0. Box 83720 Kickback schemes almost always attack the purchasing function of
Boise, ID 83720-0011 the victim organization, so it stands to reason that these frauds are

often undertaken by employees with purchasing responsibilities.
Purchasing employees often have direct contact with vendors and

AL (ALY SR LIS therefore have an opportunity to establish a collusive relationship.

Fax: (208) 334-3415
E-mail: mmcbride@sco.idaho.gov In a common type of kickback scheme, a vendor submits a fraudulent

or inflated invoice to the victim organization, and an employee of that
organization helps make sure that a payment is made on the false

Inside this issue: invoice. For his/her assistance, the employee-fraudster receives a
Welcome 1 payment from the vendor. This payment is the kickback.
Bribery 1
Kickback Example N KICKBACK SCHEME EXAMPLE
Red Flags 2 A travel agency provided free travel and entertainment to the
Fraud Case 3 purchasing agent of a governmental agency. In return, the
Fiscal Focus 3 purchasing agent agreed to book all government trips through the

travel agent. The victim agency estimated that it paid $10,000 more
for airfare over a two-year period by booking through the corrupt
travel agency than if it had used a different company.
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RED FLAGS

The following practices may indicate that single (sole) source vendors are
being favored, or competitive bidding policies are not being followed:

o Materials are not being ordered at the optimal reorder point.
¢ Orders are consistently made from the same vendor.

o Established bidding policies are not being followed.

e The costs of materials are not in line with industry prices.
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FrRAUD CASE

Two employees of the U.S. Army Corps of Engineers and two others were
arrested in a $20 million bribery and kickback case that prosecutors say
helped pay for the purchase of more than a dozen properties, Rolex and
Cartier watches, fancy sports cars, hotel accommodations, first class airline
tickets, and a trove of other personal luxuries.

The indictment included charges of bribery, conspiracy, and unlawful
kickbacks. The two U.S. Army Corps of Engineers employees, a program
manager, and a program director received kickbacks in exchange for
directing government contracts to a subcontractor specializing in software
encryption devices and other information technology. The men had the
authority to order products and services through government contracts or to
secure funding for projects.

The alleged scheme, which authorities say spanned roughly four years,
involved phony and inflated invoices for government contracts and millions
of dollars in kickbacks that were funneled through a network of shell
companies in the United States and around the world.

Prosecutors say the fraudsters received kickbacks in exchange for causing
the government to award contracts to a Virginia-based subcontractor. The
company’s chief technology officer submitted fake and inflated invoices to
the U.S. Army Corps of Engineers, either directly or indirectly, and
prosecutors say the work was certified as completed.

All four men have been arrested and the investigation is continuing.

FiscAL Focus

Chapter 21 of the States Purchasing Guide is a helpful description of

purchasing ethics and vendor relationships that apply to all Idaho state g

employees. You can access the Guide by pasting the following link into your|
web browser:

http://purchasing.idaho.gov/pdf/guides/21_ethics_and_vendor_relationshi

| e

;

ps.pdf *——-.’/
—~— :
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