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The Ildaho State Controller’s Office distributes this newsletter as a cost-effective
method of increasing awareness about ways to detect and prevent fraud, waste, and
abuse in goverment.

Welcome to First Friday Fraud Facts+ (F4+). This edition will cover
theft, misuse, and inappropriately using the internet at work.

THEFT AND MISUSE

Theft is simply the illegal taking of something of value. Forms of theft
include cash larceny and embezzlement. Stealing non-cash assets
such as office supplies and inventory is also theft.

Misuse is stealing value without actually taking money or things. The
misuse of government resources is common and difficult to detect.

QUESTIONS OR For example, using a government-issued vehicle to run personal
COMMENTS: errands is misuse. The same can be said when a person uses a
government-owned photocopier to reproduce resumes or other

Matt McBride, CGFM personal documents. Using a government’s computer to surf the

internet for personal, rather than business, purposes is another form
of misuse. Individually such transgressions seem unimportant,
collectively they add to the cost of running the government.

Financial Specialist
P.0.Box 83720
Boise, ID 83720-0011

RED FLAGS

Phone: (208) 332-8805
Fax: (208) 334-3415 ?el(\{eral I|ootengal red ;Iiﬁs may Txidst_when theft or misuse of assets is
E-mail: mmcbride@sco.idaho.gov aking place. Some of these Include:

o Unexpectedly high utilization of materials or supplies

e Unexpectedly high deterioration rates for equipment. Greater
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e Inexplicable low employee productivity due to inappropriately
and/or excessively browsing the internet
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e« Equipment, materials, and supplies not available when needed

BEST PRACTICES

¢ Materials and supplies should be kept secured and only issued when
needed. Smaller office equipment (e.g., staplers) and hand tools (e.g.,
hammers) should be indelibly marked with the identification of the true

Il owner.

o All equipment should be issued on an "as needed" basis. Trip logs for
vehicles should be maintained and periodically checked against
odometer readings.

e Print and copy jobs should require user identification

e Authority to issue materials should be limited; all withdrawals should
be recorded

o Policy should require periodic inventories of materials, supplies,
equipment, etc. This policy should be enforced by management.

e Procedures should require the rapid banking of money. When not
banked (i.e., register balances or petty cash), money should be
counted at least daily. All cash should be signed for. There should be
adequate segregation of duties (between receipt, deposit, accounting,
etec.)

e Implement policies and strong deterrents for inappropriate and
unproductive use of work computers

FrRAUD CASE OVERVIEW

This case involves more than two dozen employees and contractors of the
U.S. Securities and Exchange Commission (SEC) who were caught viewing
pornography on their work computers. Inspector general investigations
began as a result of the SEC’s sophisticated surveillance and filtering
system aimed at uncovering abuse of government computer resources.
The activities of porn-surfing SEC workers have been serious enough to
warrant a mention in each of the past four semiannual reports sent to
Congress by the SEC’s office of inspector general.

The work computer of one regional supervisor showed more than 1,800
attempts to look up pornography in a 17-day span, where the computer
system blocked their attempts to view websites that were deemed
pornographic. During an internal investigation the supervisor told
investigators that despite the blocked attempts, they had been able to
bypass the SEC internet filters that were supposed to keep pornography
off government computers. The supervisor also told investigators that the




First Friday Fraud Facts+
August 2012

Page 3

porn-surfing attempts had “probably occurred for a long time...it was kind of
a distraction per se”.

Another employee caught viewing pornography estimated he had been
spending part of his workday looking up pornography for more than a year,
though he added that he tried “not to let it affect his work”.

The inspector general recommended disciplinary action up to and including
dismissal. (Note: Disciplinary action wasn’t based on the number of ‘access
denials’ alone. Access denials are just one of several indicators of abuse
and don’t always reflect the number of times an individual seeks to view
inappropriate websites at work. In fact, a single click onto one website that
itself may not be blocked can trigger up to dozens of access denial hits, one
for each banner or ad on the website that might be blocked, even if the
individual has not clicked on any of the banner or ads on a given website.)
Records show the SEC ultimately gave the aforementioned supervisor a
reprimand. Other employee discipline included counseling, suspension, and
dismissal. Some employees resigned before being formally disciplined.

Employees who abuse work computers by viewing pornography are simply
stealing time; they are getting paid to do something they are not supposed to
be doing. Aside from the obvious lost productivity, entities also have an
incentive to block employees from perusing such websites because of the
risk of potential computer viruses.

FiISCAL FOCUS—INTERNET USE AT WORK

Some agencies have adopted their own internal policies regarding web use,
and those policies should be consulted and followed. If your agency has not
adopted its own policies, you should understand the Idaho Information
Technology Resource Management Council Policy for Employee Internet Use
by copying and pasting the following URL into your web browser: http://
itrmc.idaho.gov/psg/p1050.pdf

Ryan Inman, the SCO Security Coordinator for the State Controller's Office
describes it this way: “As a general rule of thumb, don't do anything you
would be ashamed to have widely known. Technically speaking, using the
web for non-business related purposes is discouraged and can be enforced
resulting in disciplinary or other actions. In less technical terms, internet use
on work computers is a lot like the posted speed limit. In a 55 mile per hour
speed zone, some people drive 56 and will never be pulled over; but you can
be cited for going 56 in a 55 or maybe even ticketed for going 50 in a 55
zone, depending on the conditions of the road at the time. However, you can
almost be assured of getting a ticket for going 75 in a 55. Apply that logic to
internet use, and you get a reasonable idea of how you should view your use
of the web. There are specific limitations and there is grey area around
employee use of the web, so use an appropriate amount of discretion when
using the web or email on your work computer.”
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