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The Ildaho State Controller’s Office distributes this newsletter as a cost-effective
method of increasing awareness about ways to detect and prevent fraud, waste, and
abuse in goverment.

Welcome to First Friday Fraud Facts+ (F4+). This edition will cover
product substitution and contract violations and FPAC guidelines for
contract monitoring.

PRODUCT SUBSTITUTION AND CONTRACT VIOLATIONS

Governments contract for a wide array of goods and services.
Collectively, these contracts involve vast sums of money. In large
contracts, delivering just a little less than what was contracted for can
result in significantly greater profits for the contractor and the buyer
getting significantly less than what was bargained for.

QUESTIONS OR

COMMENTS: For example, if a contract to paint the interiors of a number of
government office buildings requires the application of a primer and
Matt McBride, CGFM two coats of paint, actually applying only the primer and one coat of

paint can save the contractor considerable labor and material costs.
The same type of exposure exists in the thickness of roadbeds, the
grade of cheese supplied for a school lunch program, or the capacity

Financial Specialist
P.0.Box 83720

Boise, ID 83720-0011 of air conditioners installed in a building. These types of fraud are
often difficult to detect (as is the case in the number of coats of
Phone: (208) 332-8805 paint) or are hidden by repackaging.
Fax: (208) 334-3415
E-mail: mmcbride@sco.idaho.gov At times, the real costs to the government don’t become apparent

until after—sometimes years after—the work is completed or the
product installed.

Frauds of this type may not directly result in additional cost to the
contracting government. Some federal awards require that certain
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Several potential red flags may exist when a product substitution or
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contract violation is taking place. Some of these include:

o Complaints about quality

e A high rate of rejections, returns, or failures

¢ Lack of inspection/falsified reports

o A contractor that restricts or avoids inspection of goods upon delivery
e Mismarking or mislabeling of products and materials

e A contractor offers to select samples for testing programs

o A contractor refuses to provide supporting documentation regarding
production or manufacturing

o Vendor fails to supply warranty information

¢ Vendor fails to apply manufacturers’ rebates/discounts towards final
costs

o Photocopies of necessary certification, delivery, and production
records exist where originals are expected

o Irregularities in signatures, dates, or quantities on delivery documents
o Certifications required in the contract are not signed
o Allegations of bribery of inspectors

o A supplier entertains or provides gratuities to procurement personnel

BEST PRACTICES

e Adequate project monitoring and oversight
e Agency verification of inspection reports
o Independent testing program

o Whistleblower mechanism

FrRAUD CASE OVERVIEW

This case involves a former America’s Most Wanted fugitive involved in
leading an international conspiracy to defraud the U.S. Department of
Defense (DOD) of more than $11.2 million.
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Over a four-year period, the fraudster and other conspirators, operating in
the United States, Canada, Mexico, and Belize, formed 18 separate
companies that posed as legitimate contractors to supply parts for the U.S.
military. The 18 companies collectively used a computer program to win
nearly 1,000 lucrative contract awards. Nonconforming and defective parts
for military aircraft, vehicles, and weapons systems were shipped to the DOD.
On more than 300 of those contracts, $4.4 million was received on parts the
fraudster purchased for less than $200,000.

In all known cases, none of the defective parts could be used for their
intended purpose. For example, necessary testing of a missile detection
system on an HC-130 aircraft was delayed for seven weeks due to receiving
a defective part. Also, technicians who had requested a new part for the
radar control panel of a C-130 aircraft had to instead take a used part from
another aircraft to complete the necessary repair.

The fraudster and his co-conspirators compounded the fraud by concealing
their identities through the use of multiple nominee companies and by
assuming others’ identities to operate the companies. When the DOD
requested proof that the companies had purchased and intended to supply
correct parts from approved manufacturers, fabricated documents were
submitted that falsely represented that the correct parts had been
purchased. When the DOD debarred several of the companies from doing
further business with the military, the fraudster directed his conspirators to
discontinue bidding through those companies and instead form and use new
companies.

To conceal the proceeds of the scheme and to prevent recovery, the
fraudster directed his conspirators to transfer the scheme’s proceeds to
offshore bank accounts and ultimately to purchase more than $2.2 million in
gold bars and coins.

After a thorough investigation the fraudster was found guilty and sentenced |

to 105 years in prison. He was also ordered to forfeit 3,496 ounces of gold
bars and coins, two SUV’s and $2.1 million, which together represents his
proceeds from the scheme. In addition, he was ordered to pay a $3 million
punitive fine and $6.2 million in restitution to the DOD. Four conspirators
pleaded guilty and received prison sentences ranging from 90 days to 8
years, and were also ordered to pay restitution ranging from $47,600 to $3.7
million.

Ten years before starting this product substitution and contract violation
scheme, the fraudster was sentenced to 8 years in prison for a similar
scheme to defraud the DOD. While in federal prison, the fraudster filed
hundreds of billions of dollars of fraudulent default judgments against more
than 100 people who the fraudster claimed had prosecuted him unfairly.
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FiscAL Focus—FPAC GUIDELINES FOR CONTRACT MONITORING

According to the Statewide Fiscal Policy Advisory Committee Guidelines,
one of the most overlooked functional areas of contract management is
probably the most important. Monitoring contracts can reveal issues with
performance and subsequent actions.

Monitoring must be done on a regular basis and with an eye toward
outcomes. Each contract must have a metric that can be measured, e.g.,
reports, number of widgets, deliverables, etc. The contract must define
what those metrics are.

If the metrics do not meet the acceptable standard as stated in the
contract, the monitor should be working with the contractor on a
corrective action plan. The abuse of contract terms or lack of deliverables
should be stated in the contract and what corrective actions are expected.

Often corrective action plans include a penalty as a last resort. It is far
easier to work with the contractor before an issue gets out of hand than it
is to effectively impose a penalty and possible legal action. If a penalty is
warranted it must be worth it. As the contract is drafted, pay particular
attention to how to justify and define a penalty.

Documentation is the key to proper monitoring. Without it, penalties
cannot be imposed effectively. Documentation will also bring issues to
light sooner and may limit the agency’s liability if something goes wrong.

To see other General Guidelines for Fiscal Activities, paste the following
link into your web browser: http://www.sco.idaho.gov/web/DSADoc.nsf/
24C26295406D39148725749D005F5704/$FILE/FPACGuidelines.pdf
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