— STATE OF IDAHO —
CONTROLLER’S OFFICE

BRANDON D WOOLF

Sign-In Instructions for Former
Employees Using Duo Mobile

Use these instructions to sign in to the SCO Enterprise Dashboard as a
former employee and access your tax documents.



Purpose: You, a recently separated State of Idaho employee, access pay

stubs, your W-2, and 1095-C online through Luma. If you don't opt in to
receive your Form W-2 electronically, your Form W-2 will be sent to you on
paper through the U.S. Mail postmarked on or before January 31st.

Be Prepared: You need a computer with a Google Chrome or

Microsoft Edge browser tab open.

Google Chrome Icon: Microsoft Edge Icon:
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Luma Sign-In Instructions for Former Employees:

1. Go to www.sco.idaho.gov.

& (O | = https//www.sco.idaho.gov
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http://www.sco.idaho.gov/

2. Click the SIGN IN button in the top center box labeled ONLINE
APPLICATIONS.

SCO
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CONTROLLER'’S OFFICE LUMA TRANSPARENCY POLICIES
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WHAT CAN WE HELP YOU FIND?

@ ‘ONLINE APPLICATIONS

e WELCOME

As your State Controller, | am committed fo conducting the business of

Sign In to access LUMA, IPRO - Powered by Luma, SCO Enterprise
government in an open and transparent manner. Dashboard, the LUMA Training Environment and the SCO Service Portal.
Former Employees should use the SCO Enterprise Dashboard to access
stubs and tax forms.

BRANDON D WOOLF,

IDAHO STATE CONTROLLER
8 siGN IN

ACCESS SCO APPLICATIONS >

ABOUT BRANDON D WOOLF >
— -

3. Select SCO ENTERPRISE DASHBOARD.

SCO
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SIGN IN TO...

LUMA

Access Luma for timesheets,
employee self-service, Human
Resources, Finance and Supply
Management, Expense

Management, and Reporting.

IPRO - POWERED BY LUMA

Access your supplier profile,
respond to current sourcing
events, view your purchase
orders, contracts, invoices, and

payments.

SCO ENTERPRISE DASHBOARD

Former Employees and
authorized Non-State Employees
access to Paystubs, Tax forms
and Townhall Idaho.
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4. Enter your 5 Digit State ID number and Password. Then, click the Sign
In button.

SCO Enterprise Dashboard Sign-in

StatelD

Forgot your password?

Forgot your StatelD?

Note': If you have forgotten your State /D number, select Forgot your
State /D, and enter your email address. If the email address matches a
GHR record, you would receive an email from onboarding@sco.idaho.gov
with instructions to recover your State /D.

Note?: If you separated from the state more than two months ago, your
password will have expired. Use the Forgot your password? option
to reset your password.

Process Outcome: You logged in with your State ID and password.
You are now looking at a page that says one of the following options:
e "Welcome to DUO Security” if you have not registered previously.
e "Enter code in Duo Mobile" if you previously registered and used the
Duo Mobile app.
e "Enter your passcode” if you previously registered and used SMS
(text) to receive a passcode for Duo.
e "Answer the phone call” if you previously registered and used a
phone call for Duo.
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Add and Register an MFA Account to Your Device

Now that you have signed in with your State ID number and password, you
must register an MFA (Multi-Factor Authentication) Account. Multi-Factor
Authentication provides security to your account by requiring you to
authenticate log-in activity with at least two different devices.

Be Prepared: You need a computer with the Luma Log-in page

open, your State ID and password entered, and a mobile device (a
smart phone or tablet with a camera) to complete this process.

1. Click the Get Started button on the Welcome to Duo Security page.

CONTROLLER'S OFFICE

Welcome to
Duo Security

Your organization uses Duo Security to protect
your identity. Create an account to get started
Learn more about Duo (4

Get started
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2. Click on the Duo Mobile file on the First, add a device page.

sc

CENTHOLLER & DEFCE

First, add a device

You'll use this to verify your identity with Duo

You can add anocther option later.

@ Duo Mobile Recommended
Get a notification or code on your device

@ Security key 3

Use a security key

Da\ Phone number y
Gel a lext message or phone call
Need help? Secured by Duo

3. Enter your phone number intfo the Phone number field on the Enter

your phone number page. Then click the Continue button.

<€ Back

Enter your phone number
You'll have the option to log in with Duo Mobile.

Country code Phone number

(= 1 ]

Example: "201-555-5555"

‘ Continuez ‘

| have a tablet

Need help? Secured by Duo

SCO
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4. Verify your phone number is correct on the Is this correct? page. Then
click the Yes, it’s correct button.

{ Back

Is this correct?

1C )

Yes, it's correcty)

No, | need to change it

IMPORTANT: Steps 5 through 7 will only appear for some users.
If Step 5 does not appear for you, proceed to Step 8.
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5. Click the Send me a passcode button on the Confirm ownership page
to confirm the device authenticity and phone number.

< Back

Confirm ownership

Send me a passcode

Or call my phone

Secured by Duo

6. Open the text message on your mobile device to find the 6-digit
Verification Code.
Note: The sender number of the text message is not the confirmation
code.

2 C€C - LTE 4 @ 4:53
& 386732 L R @

Link previews are on.
Learn more or turn off in Settings.

Monday, Aug 10 « 4:24 PM

Verification code: 107343 (to add
phone +1205EEG_GN)
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7. Enter the 6-digit Verification Code on the Enter your passcode page.
Then click the Verify button.

=N
\ ¥/
— STAYE OF |B; . g
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Enter your passcode

Verify it's you by entering a passcode from the
Duo Mobile app.

Passcode

Other options

Need help? Secured by Duo

8. Download the Duo Mobile app onto your mobile device. Once it has
finished downloading, click the Open button on your mobile device.

® Google Play

Duo Mobile

Cisco Systems, Inc
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9. Once Duo has opened on your mobile device, return to your computer
and click the Next button on the Download Duo Mobile page.

Download Duo Mobile

On your mobile device, download the app from

the App Store or Google Play.

Next

10.Use your mobile device's camera app and scan the QR code on the
Scan this QR code to activate Duo Mobile page.

{ Back
Scan this QR code to activate
Duo Mobile

Use your camera app or select Use QR code
in the Duo Mobile app to scan

Get an activation link instead
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11. Click the Continue button on the Added Duo Mobile page.

SCO

CONTROLLER'S OFFICE

© Added Duo Mobile

You can now verify your identity with a Duo
Push notification or passcode.

Continue

12.Click the | don't want to add more devices button on the Add one more
device page.

Add one more device
With more options to Iog in, you'll be less Iikely
fo get locked out.

@ Security key Recommended )
Use a security key

| don't want to add more devices

Need help? Secured by Duo
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13.Click the Log in with Duo button on the Setup completed! page.

CONTROLLER'S OFFICE

Setup completed!

You're ready to log in with Duo.

o

Log in with Duo

Need help? Secured by Duo

Enter the three-digit code shown on the Enter code in Duo Mobile page
onto your device's Duo application.

CONTROLLER'S OFFICE

Enter code in Duo Mobile

Verify it's you by entering this verification code
in the Duo Mobile app...

462

Sent to "Android” (ses-sss- )

-~
4

Other options

Process Outcome: You were automatically sent to the SCO

Enterprise Dashboard if your Duo login was successful.
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